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Business Case 

FileWay™ Enterprise enables remote users to access and securely view and documents 
over an SSL secure web connection without having to establish a IPSec VPN. Employees 
can remotely access files on the corporate file servers as well as on their desktop 
computers using a browser and without the need for client software. 

Integrating FileWay with MS Outlook Web Access (OWA) and securing them with ISA 
Server delivers 100% of VPN functionality that employees need without having to deploy 
any client software.  

·  FileWay out of the box integration with ISA Server enables remote users to 
leverage the ISA Server secure reverse proxy functionality to access files securely 
from any browser..  

·  ISA Server Secure Publishing protects the FileWay  servers published behind the 
firewall from external attacks, allowing only authorized traffic and thus benefits 
from all its major security and performance added value like protecting networks 
from unauthorized access, inspecting traffic, and alerting administrators to threats. 

FileWay uses Windows Basic authentication to authenticate users. FileWay integrates 
seamlessly with ISA Server  2004. , FileWay has a web filter that forwards basic 
authentication from ISA Server to FileWay Server. Therefore only authenticated users 
passes from ISA Server Firewall and this provides a more secure environment for 
FileWay to run in. The following diagram illustrates the seamless integration between 
ISA Server and FileWay� � � � � � � � �

�
�

.  
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1. Accessing FileWay through ISA Server  2004 
 
ISA Server 2004 can be configured in many different ways, depending on the needs of 
your organization.  FileWay, from the standpoint of ISA, is just another website on your 
Intranet.    
 
FileWay can be accessed through ISA by creating a standard web publishing rule.  Your 
end users only need to connect to the FileWay front end over a standard HTTP port, such 
as HTTP or HTTPS.   As the administrator you would publish the FileWay site in the 
same manner you would publish any internal web site through ISA.  There are no 
additional requirements, and no special configuration needed on the FileWay site. 
 
Everywhere Networks strongly recommends using SSL Bridging between ISA Server and 
your FileWay front-end for maximum security.  As such this document outlines the steps 
required to setup SSL Bridging.  If you require more information regarding SSL, 
Certificates, and ISA, please see the chapter entitled “Additional Information”  at the end 
of this document. 
 
 
2. Requirements  
 
 Base requirements: 
  1. ISA Server 2004 
  2. FileWay 1.2 or greater 

3. ISA Server and FileWay server must be able to communicate across 
your network. 

 
 SSL Bridging requirements: 
  1. A trusted certificate for your ISA Server 

2. A certificate trusted by the ISA Server for your FileWay front-end, 
installed on the IIS server hosting FileWay..  
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3. Publishing FileWay 
 

1. Open Microsoft Internet Secur ity and Acceleration Server  2004. 
2. In the left hand column, expand the tree view and select Firewall Policy. 

 

 
 

 
3. Click Publish a Web Server .  The New Web Publishing Rule Wizard will 
appear. 
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4. New Web Publishing Rule Wizard.  Enter a new name for the Web Publishing 
Rule and click Next. 

 

 
 

5. The Select Rule Action dialog will appear.   
 
 

 
 

a.. Select the Allow radio button, and click Next to continue.
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6. Carefully fill in all of the fields in the Define Website to Publish dialog. 
 

 
 

a. The Computer  name or  IP address is the network address, accessible 
from the ISA Server, of the FileWay front end.  ISA Server must be 
able to communicate with the FileWay front end using the address you 
provide.    

 
NOTE: If using SSL Bridging you must make sure that the computer 
name matches the name in the certificate located on IIS server hosting 
the FileWay front-end.  

 
b. Leave Forward the or iginal host headers box unchecked. 
 
c. Set Path to the path of FileWay on IIS where your FileWay front end 

is installed.  By default this is /fileway.   
 

i.e. If users typed “http://mysite.com/fileway”  to access FileWay 
on the internal network, you would enter “ /fileway/* ” .  This tells 
ISA to publish everything in the FileWay folder. 

 
d. Click Next to continue. 
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7. Configure the Public Name Details that will be used to access FileWay.   
 
The Public Name is the address that external users outside of ISA will type in to 
access FileWay.  This is not the internal address of your FileWay front end.   

 

 
 

 
8. When you have filled in all of fields, click Next to continue. 
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9. Select the Web Listener that will listen for requests to FileWay.  
 
If you do not have an existing Web Listener please continue through the guide, 
otherwise you can skip ahead to section 14.   
 

 
 

 
If you need to create a new Web Listener click New, and continue with this guide. 
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10. Creating a new Web Listener for FileWay. 
  

 
 

a. Enter a Web listener  name for the web listener, and click Next. 
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11. Select the network from which the new Web Listener will listen for request.   
 
If your users will be accessing FileWay from outside of your internal network via 
ISA you would typically select External. 

 

 
 

When you have selected all of the appropriate networks, click Next to continue. 
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12. Select the Ports that the new ISA web listener will monitor.  
 

 
 

Everywhere Networks recommends using SSL Bridging when connecting to 
FileWay through ISA.  SSL Bridging ensures clients communicate over a secure 
channel thru both the internal and external network.    
 
12.1  To setup standard HTTP (not recommended):  

a. Check Enable HTTP. 
 
b. Make sure the HTTP Port number is correct.  By default this is port 80.   

 
c. If you do not want to configure SSL click Next to continue. 

 
12.2 To setup SSL (HTTPS) 

                   a.   Check Enable SSL. 
 
       b.   Make sure the SSL Port number is correct.  By default this is port 443. 

 
 c.  SSL bridging requires a certificate for your  ISA Server.  Click Select  

 and choose a certificate.   If you do not have a  certificate please see the      
 chapter “Additional Information”  at the end of  this document.  

 
        d.  Click Next to continue. 
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13. Verify the settings for the new Web Listener.  Click Finish to continue.  
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14. Select the Web Listener for the new Web Publishing rule.   
 

 
 

NOTE:. If Always Authenticate is set to Yes in your Web Listener, end users 
will be required to log-in twice—once for ISA, and once for FileWay.  

 
If you want to configure ISA Authentication on the FileWay Listener then 
continue through this guide, otherwise click Next and skip ahead to section 17 in 
this guide. 
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15. Configure the Authentication properties on your Web Listener. 
 

This step is not required, but if you do not wish ISA to request Authentication 
before FileWay complete these steps. 
 

a. Select the Web Listener for FileWay and click Edit.  The properties 
dialog will appear. 

 

 
 
  b. Select the Preferences Tab, and click Authentication. 
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16. Verify the Authentication settings. 
 

a. Ensure Require all users to authenticate is not checked. 
 
b. Click OK to continue. 

 

 
 

c. Click OK on the Web Listener Properties page to return to the Web 
Publishing Wizard dialog.   

 
d.  Click Next on the Web Publishing Wizard Dialog. 
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17. Select the user sets to whom the new Web Publishing Rule will apply. 
 

By default this is All Users.  FileWay will only be accessible through this Web 
Publishing Rule to those users who are included in the User Sets list. 
 
 

 
 
 When you are satisfied with the user list, click Next to continue. 
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18. Confirm the Settings and Exit the Web Publishing Rule Wizard. 
 

 
 

Verify all of the information is correct and click Finish.  When you are ready to 
enable the rule, click Apply in ISA Server 2004. 
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4. Additional Information 
 
Due do the complexity of ISA Server 2004 and the Enterprise environment we cannot 
cover every possible scenario in a single document.  
 
Administrators interested in SSL, Certificates, CA’s, and ISA should consult the 
following websites for more detailed information from Microsoft. 
 
Microsoft Website 
http://www.microsoft.com 
 
Publishing Web Servers Using ISA Server 2004 
http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/publishingwebservers.mspx 
 
Digital Certificates for ISA Server 2004 
http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/digitalcertificates.mspx 
 
 
For additional information regarding FileWay, please contact our Support team via email 
at support@everywherenetworks.net. 
 
 


