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Accessing Fileway on Port 80 (HTTP)

Before configuring the ISA Server to be able to access FileWay using HTTP, you need to

download and install ISA Feature Pack 1 from
http://www.microsoft.com/downloads/details.aspx?FamilylD=2f92b02c-ac49-44df-af6c-

5be084b345f9&DisplayLang=en.

To configure the ISA server

1. Click the Start button, point to Programs, point to Microsoft ISA Server,

and then click 1SA Management; the ISA Management window opens as

shown in Figure 1.

A Management

| action  view H & = | E| @ )

Tree |

Internet Security and Acceleration Server

B Internet Security and Acceleration Server
By Servers and Arrays
Bz H.323 Gatekeepers

Welcome

manageable Intemet connectivity.

Mepson I:L_]
icrosoft Intermet Security and Acceleration [I54) Server provides secure, fast, L{ﬁ%

154 Server integrates an extensible, multilayer enterprise firewall and a scalable high-
performance Web cache server.

It builds on Windows® 2000 security and dirsctory for policy-based security,
acceleration, and management of intemetworking

se this taskpad to manage and configure your [SA server.

v

Getting Starled Wizard 154 ServerWebSite Support on the Wb

F\eg\st:ar ISAéervel Helat‘lducts

‘Welcome | Servers and Arrays | Back Up | Monitoring |

Help

Figure 1 ISA Management Window

2. In the console tree of the ISA Management window, click the Servers

and Arrays, then click the ‘ISA Server’ (where ISA Server is the name of

your ISA server), and then click Policy Elements.

3. Right-click the Destination Sets, point to New, and then click Set; the

New Destination Set dialog opens as shown in Figure 2.
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2|

Mame: FileWay-Destination

Diescription
[optional):

Include these destinations:

MHame/IP Range | Path

Add... Edi. | | Bemoe |

ak I Cancel |

Figure 2 New Destination Set Dialog

4. Type a name for the destination set, for example ‘FileWay-Destination’,

in the Name field. This field is mandatory.

5. You may type description for the new destination set in the Description

field.

6. Click Add; the Add/Edit Destination dialog opens as shown in Figure 3.

Select the IP Addresses radio button, and then type the IP address in the

From field.
Add /Edit Destination E 2 xl
" Destination: Browsze,.. |
Toinclude all computers in a domain, bepe = domain,
{* |P addiesses:
Fronm: [ 192 g2 . 1 . 104
To [optional) I
Toinchude a specific directory in the destination zet, type the path
bl
Tainclude all the files, use this format: Adind.
To zelect a specific file, use thiz format: /dir/filename.
Path:
Cancel
Figure 3 Add/Edit Destination
8. Click OK.
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9. In the console tree of the ISA Management window, click Expand
Publishing under Servers and Arrays, right-click the Web Publishing
Rules, point to New, and then click Rule; the New Web Publishing Rule

Wizard opens as shown in Figure 4.

New Web Publishing Rule Wizard x|

Welcome to the New Web
Publishing Rule Wizard

Thiz wizard helps you create a new Web publizhing rule.
e publizhing rules map incoming reguests to the
appropriate ‘wWeh servers.

Mate: Be sure to create new policy elements required by the
mule before you uze this wizard.

wieb publizhing rule name:

| FileWway-HTTP

To contitive, click Mext.

¢ Back I Mest = I Cancel

Figure 4 New Web Publishing Rule Wizard

10. Type a name for the new rule, for example FileWay-HTTP’, in the Web
Publishing Rule Name field, and then click Next. The Destination Sets

dialog opens as shown in Figure 5.

New Web Publishing Rule Wizard SR x|
Destination Sets
Select the destinations ta which thiz rule applies.

Apply this rule to;

Specified destination set j
Mame: FileWay-Destination j
Diescription:

< Back

Cancel |

Figure 5 Destination Sets Dialog
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11. Select ‘Specified destination set’ from the Apply This Rule To drop-
down list.
12. Select ‘FileWay-Destination’ from the Name drop-down list, and then

click Next; the Client Type dialog opens as shown in Figure 6.

New Web Publishing Rule Wizard ..' X|

Client Type
You can gpecify chent type by user name, group name, or IF address.

Apply the rule to requests from:

"~ Specific computers [client address sets]

{~ Specific uzers and groups

< Back I Nest = I Cancel

Figure 6 Client Type Dialog

13. Select the Any Request radio button, and then click Next; the Rule
Action dialog opens as shown in Figure 7.

14. Select the Redirect the Request to this Internal Web Server (Name
or IP Address) radio button, and then type your FileWay server IP

address.
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New Weh Publishing Rule Wizard x|

Rule Action
Specify how pou want this rule to respond to requests from clients.

Responze to client requests:

" Dizcard the request

{* RBedirect the request ta this internal 'eb server [name or IP address]:

[152.168.1.200 Browss |

I Send the original host header to the publishing server instead of the actual
one [specified aboyve),

Connect to this port when bridging request ag HTTF: an

Connect to this part when bridging request as S51: 443

111

Connect ta thiz part when bridging request as FTH: 21

< Back I Hewt » I Cancel |

Figure 7 Rule Action Dialog

15. Click Next; the Completing the New Web Publishing Rule Wizard
dialog opens as shown in Figure 8.

16. Click Finish.

New Web Publishing Rule Wizard R |

Completing the New Web
Publishing Rule Wizard

ou have succeszsiully completed the Mew web
Publizhing Rule wWizard. You created a rule with the
following configuration;

M ame: -
Fileway-HTTPZ

Destination zat:
Specified destination et - FileWway-Destination

Appliez to requests from; j

External clientz can acceszs publishing servers only if 154
zerver iz configured to listen for incoming requests. See
Configurating lncoming Wweb Requests for more
information,

To close the wizard, click Finizh.

< Back I Finizh I Cancel

Figure 8 New Web Publishing Rule Wizard Completion
17. Right click the Web publishing rule you have just created, and then click

Properties; the Properties dialog opens as shown in Figure 9. Go to the
Actions tab.
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Applies Ta I Link Tranzlation | RS54 SeculD
General I Destinations Action | Eridging

|Uze this page to zpecify whether the request should be dizcarded or
redirected, and configure the hosted site ta which this rule redirects.

" Dizcard the request.

& Redirect the request to this internal "Web server [name or IP:
iaddress]:

|1D.D.D.203 Browse... |

W Send the original host header to the publizhing server ingtead of
the actual one [specified above).

W allow delegation of basic authentication credentials

Define ports this rule redirects to
Connect to thiz port when bridging request az HTTF; IBD

Connect ta thiz port when bridging request az S51: 443

Connect to thiz port when bridging request az FTF: |21

QK. I Cancel |

Appli

Figure 9 New Web Publishing Rule Wizard Completion

18. Select the check box next to Allow delegation of basic authentication

credentials.

19. Click OK.
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Accessing Fileway on Port 443 (HTTPS)

Before configuring the ISA Server and the FileWay server to be able to access FileWay using

HTTPs, you need to download and install ISA Feature Pack 1 from
http://www.microsoft.com/downloads/details.aspx?FamilylD=2f92b02c-ac49-44df-af6c-

5be084b345f9&Displayl ang=en.

To configure the ISA server
1. Click the Start button, point to Programs, point to Microsoft 1SA Server,
and then click 1SA Management; the ISA Management window opens as

shown in Figure 10.

E.£ ISA Management (=]
| acton vew || & o+ |Em| @ |
Tree I Internet Security and Acceleration Server
B Internet Security and Acceleration Server
o B Servers and Arrays Welcome
& H.323 Gatekeepers Mgzl D—]
Microsoft Intemmet Security and Acceleration [154) Server provides secure, fast, Y2000
manageable Intemnet connectivity, EP
154 Server integrates an extensible, multilayer enterprise firewall and a scalable high-
performance Web cache server.
It builds on Windows® 2000 security and dirsctory for policy-based security,
acceleration, and management of intemetworking
se this taskpad to manage and configure your [SA server.
Getling Started Wizard 154 SeiverwebSite  Support on the Wb
\é
Register 154 Server Related Produsts
‘Welcome | Servers and Arrays | Back Up | Monitoring | Help

Figure 10 ISA Management Window

2. In the console tree of ISA Management, click the Servers and Arrays,
then click the ‘I1SA Server’ (where ISA Server is the name of your ISA
server), and then click Publishing.

3. Right-click the Server Publishing Rules, point to New, and then click

Rule; the New Destination Set dialog opens as shown in Figure 11.
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Mew Server Publishing Rule Wizard x|

Welcome to the New Server
Publishing Rule Wizard

Thiz wizard helps you create a new zerver publizhing rule.
A zerver publizhing rule maps incoming requests to the
appropriate internal zerver.

Mote: Be sure to create new policy elements required by the
1ule before you uze this wizard.

Server publishing rule name:

| File Way-HTTPS

To contitive, click Mext.

< Back I Mest » I Cancel |

Figure 11 New Server Publishing Rule Wizard
4. Type a name for the server publishing rule, for example ‘FileWay-HTTPS’,
in the Server Publishing rule field, and then click Next; the Address
Mapping dialog opens as shown in Figure 12.
5. Type your FileWay server IP Address in the IP Address of Internal
Server field.

6. Type your External IP Address on ISA Server.

New Server Publishing Rule Wizard |

Address Mapping
Requests from a zpecific exteral IP address on the 154 Server computer are

mapped to an internal IP address.

Enter the IP addresses of the internal and extemnal servers.

1P addresz of internal server:
192 0168 . 1 . 200 Find... |

External IP address on |54 Server:

132 0183 0 1 1|:|4| Browse. .. |

< Back I Mest » I Cancel |

Figure 12 New Server Publishing Rule Wizard

7. Click Next; the Protocol Settings dialog opens as shown in Figure 13.
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New Server Publishing Rule Wizard x|

Protocol Settings
td apped zervers can support only thoze protocals with initial inbound connections.

Apply the rule ta this protocol:

< Back I Mewut » I Cancel |

Figure 13 Protocol Settings Dialog
8. Select HTTPS Server from the Apply the Rule to this Protocol drop-
down list, and then click Next; the Client Type dialog opens as shown in

Figure 14.

MNew Server Publishing Rule Wizard X|

Client Type
You can gpecify client type by user name, group name, or IP address.

Apply the rule to requests from;

B

" Specific computers [client address sets]

< Back I Ment » I Cancel

Figure 14 Client Type Dialog
9. Select the Any Request radio button.
10. Click Next, and then click Finish.
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Integration of 1SA with Fileway for OWA

To integrate FileWay with OWA, please refer to FileWay Installation Guide under
http://www.fileway.com/whitepapers.htm

To integrate ISA with OWA, please follow the steps in the following link:
http://support.microsoft.com/default.aspx?scid=kb%3ben-us%3b290113

Please note that you need to check the Allow delegation of basic authentication
credentials option, as it is not highlighted in the Microsoft link.
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